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Changes

Major Changes

e Remove DOWNLOAD phase

e Remove _ from _PROBE, _NEW, _CHALLENGE

e Separate INFO out of PROBE phase

e Add Redirection extension to PROBE phase to improve scalability and usability

e PROBE phase become purely informational and there is no more bindings between PROBE and later phases
e CAcan allow its users to get multiple certificates under the same identity name for different keys

e CA can allow its users to get certificates of a longer name (sub namespace) than the designated identity name

Minor Changes

° Use TLV to replace JSON-text used in PROBE, NEW, and CHALLENGE phases
e Use uncompresse ECHD/pablic key in NEW phase

ECDH

Terminologies

e Issuer or Certificate Authority (CA). Issuer and CA are used interchangeably in this document. An issuer or a CA is
the party who owns a namespace and can issue certificates to requesters who want to get a sub namespace from
the issuer/CA.

® Requester or Client. Requester and client are used interchangeably in this document. A requester or a client is the
party who wants to get a sub namespace and its corresponding certificate from an Issuer.

® <variable> represents one or more name components in NDN name. For example, /<ca-prefix>/CA/INFO refers
to /ndn/edu/ucla/cA/INFO when CA's nameis /ndn/edu/ucla .
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® <timestamp> is one name component which contains the timestamp when the packet is generated. Such a
component is a“Generic name com containing the POSIX time (in second) before Timestamp Name
Component is aw name component when Timestamp name component becomes officially
available. E\L wervysS use T meStm ﬂ, /1 Gpe C(,‘.\"l PL nent , 1t ;S cueilcbl t
® <ApplicationParameters_Digest> is one name component as defined in n Lm name. (A ,?r rte Ca (_

e <Request-ID> is one hame component containing a unique ID to identify the application/renewal/revocation
request.

e Signed Interest or Interest Signature. All signed Interest packets appear in this document is supposed to follow the
format of signed Interest defined in the(atest release version of ndn- Yiu e defin in ) Pf oo cel y Nt

e TLV encoding. In this document, the TLV encoding of integer, string, and bytes all follow NDN TLV encoding. “'P‘e.r epteliv

1. Overview

In Named Data Networking (NDN), to generate Data packets with legitimate names and verifiable signatures, an
application (producer) needs to obtain a name and an associated certificate for that name. The certificate application
can either be accomplished manually or through automated means. NDN certificate management protocol (NDNCERT)
aims to enable automatic certificate management in NDN, including

e certificate application,
e certificate renewal

e certificate revocation
All aforementioned management operations will require certain out-of-band or in-band identity verification means.

Eurthermore, NDNCERT allows a namespace owner to easily manage its sub-namespaces and corresponding certificates
by

e becoming a certificate issuer for the parent namespace
or

o applying for certificates for valid sub namespaces from the same issuer as the one who issued the parent
namespace to that entity.

For example, with NDNCERT, Alice (as a requester) can get a namespace /ndn/edu/ucla/alice from the issuer
/ndn/edu/ucla after she successfully proves her identity. After that, by utilizing NDNCERT protocol, Alice can become
an issuer for namespace /ndn/edu/ucla/alice and issue names/certificates to her devices, e.g., designating name
/ndn/edu/ucla/alice/working-laptop to her laptop. If issuer /ndn/edu/ucla allows, Alice can also directly apply for
namespace /ndn/edu/ucla/alice/working-laptop for her laptop directly from /ndn/edu/ucla .

Note that NDNCERT does not impose any specific trust model or trust anchors.
2. Packet Specification

2.1 INFO phase State the visk fr hwlum.n) CA profile
tvow networg instead of distvibutiae off (e

2.1.1 Introduction

INFO phase is for a requester to download the profile of a CA. A profile file contains this CA's requirement on name
assignment, supported challenges, CA's certificate, etc.

The profile is needed for all the requesters who want to get/renew/revoke certificates from the CA.
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2.1.2 Packet Format

Interest format;

Field Description
Name /<CA-Prefix>/CA/INFO
Can Be Prefix True
Must Be Fresh Not required
Signature Not required

Data format;

Field Description
Name /<CA-Prefix>/CA/INFO/<timestamp> (f—o U,h), hot Velﬂsf‘c A + Sej mert 2
Content TLV of CA's profile
Signature Signed by CA's identity key
. " 3 F’ -
2.13 CA Profile Wiy not Name o TLY ?

The attributes in a CA profile carfied by INFO Data packet contains:

® ca-prefix , the NDN name of the CA. This name should be reachable to requesters.

/ .
e ca-info, string value, a brief introduction of the CA. W h/ o ltfp i (Pr"c‘b e /e TL{/./ ¥
® probe, string value in format of attribute(1:#ttribute_2:...:attribute_n, a list of attributes required by the CA \
9
to identify the name for a requester in the PROBE phase.

certificate , bytes value, TLV of the CA's certificate. PO U mean RSA = 0/4 EP )
(optional) probe-encryption-key , string value, DER encod RSA public key. This key is used to encrypt values of
attributes in the PROBE phase.

@TODO Zhiyi: need discussion. | added the probe-encryption-key t because probe info may
\

contain email, UUID, etc., potentially raising privacy issues.

An example Wh y hot @‘t&b{ ISh <€ess,on kg/v

oluring probe > pos _op P
T:Content, L, V: .
T:ca-prefix, L, V:"/ndn/CA" hUL ne oy WOry | Secret
T:ca-info, L, V:"NDN Testbed CA" T rcbe L V “@M Tr" ’40 \! = L'f_y,.
T:probe, L, V:"email:full-name", - h P < b i -
T:certificate, L, V:... T :Pﬂ'bt' L )U . ”‘f‘h-“"‘ Newg'

C-‘u'\ QGSCrimnEntr S i artuv |

0€s this fulc«u euoluob L ) Hvio el hes ! 4

214 TLV Type Number &

Attribute TLV Type Number r'\/ VY iy not 7
ca-prefix 128 —
ca-info 129
probe 130
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Attribute TLV Type Number
certificate 131
probe-encryption-key 132

2.2 PROBE phase

2.2.1 Introduction

PROBE is used by the requester to know which name is legitimate with respect to user's identity information. PROBE is
useful when the CA needs to keep an association between a sub namespace with the identify of the owner of this sub
namespace.

2.2.2 Packet Format

Interest format: Tuis s celled Pavancpers S;"._DQ'(;DUC st
Componert , SC protocy|
Field Description J
Name J<CA-Prefix>/CA/PROBE/<ApplicationParameter_Digest> L
ApplicationParameters string in the format of value_1:value_2:...:value_n 'E’\
Can Be Prefix False i =
\,'ll) \”\7' het | L\." J
Must Be Fresh True c{ ’
C \SilEV” Gl U@ —
Signature Not required Ov Y (l' C-n

Can pC b-'s'llity"/ 1
( eg. Fhv'l'c )

Data format:

Field Description

Name /<CA-Prefix>/CA/PROBE/<ApplicationParameter_Digest>

Content Name TLV

Signature Signed by CA's identity key
An example.

Interest:

Name: /<CA—Pre-Fix>/CA/PROBE/<Par‘ameterDige5t>—-—l— : e,‘w\g,_“[ . L ) U U>{, y \ é,';Cf - 'ev{u, 4

ApplicationParameters:

Cansiecs. T Fullloae, L, Vo "2hiyi 2hous™
{

"zhiyi@cs.ucla.edu:zhiyi zhang" ) ———
o

S
Data:

Name: /<CA-Prefix>/CA/PROBE/SA39DC3...
Content:

{

T:Name, L, Vi/ndn/edu/ucla/zhiyi@cs.ucla.edy (" ( /-\ 9\' ve out m wli }F \t
} ) . ' (£
Signature l{-"?‘te “'t'U-K nNemes T‘G v
req Wester ts choose from ?
2.2.3 PROBE Extension for Redirection
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PROBE can be used for a root CA to redirect its requestors to sub CAs. This extension helps to reduce the workload of
the root CA and reduce the out-of-band configuration on requesters side, thus improving system scalability and
usability.

In PROBE redirection extension, the Interest packet is the same as the one shown in 2.2.2. However, the Data packet

reply has a different content format. l‘f‘ Alice dQCl‘bl es T l} Sepmt Sul CA

Data format used in PROBE redirection extension: h oW Ccan S he I. ” TU - t‘\e P{w. ik
Field Description ~ CA 4o vedtre ct req WCSE s
Name /<CA-Prefix>/CA/PROBE/<ApplicationParameter_Digest> bn fl er /,'1 i}'{ 0\ /Qr‘ " / ke !Q/-ﬁ [ ;L(
Content TLVs of sub CA's information to hey Sul l,) rC A P,

Signature Signed by CA's identity key

To be more specific, the content carries following information.

® ca-prefix, bytes value, the name TLV of sub CA's prefix.

e digest-of-cert, bytes value, the’digest 8f sub CA's certificate.

\\ . | l T o . .>
2.2.4 TLV Type Number Whet 19€5¢ a [30 yihm ¢
Attribute TLV Type Number
ca-prefix 128
digest-of-cert 146

2.3 NEW phase

2.3.1 Introduction

NEW is for requester to formally start a certificate application process. The CA will also start to keep the state of the

hot Feguestel state, but request stato

2.3.2 Packet Format

Interest format:

Field Description
Name /<CA-prefix>/CA/NEW/<ApplicationParameters_Digest>

ApplicationParameters TLV format of value as defined in 2.3.3
Can Be Prefix False
Must Be Fresh True
Signature Signed by the private key whose public key is going to be certified by the CA

Data format:

Field Description
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Field Description
Name /<CA-prefix>/CA/NEW/<ApplicationParameters_Digest>
Content TLV format of value as defined in 2.3.3
Signature Signed by CA's identity key

NCCM P FESS f Mmoo
2.3.3 Interest ApplicationParameters and Data Content v r < 'fUt m .{‘

NEW Interest ApplicationParameters field carries following inform

e ecdh-pub , bytes value, requester's ECC public key used fgr Elliptic-Curve Diffie-Hellman key agreement. The key
should be encoded as |t{raw format without compressmﬂ Such a ECC public key should be generated with
cryptographically secure pseudo random generator for every NDNCERT session. How e gree On ECDOH Cur .,-1)

o cert-request , bytes value, the TLV of a self-signed certificate generated by the requester. Such a certificate follows
the certificate format defined in ndn certificate.

Importantly, the requester can define the desired validity time of its certificate which will be issued by the CA later. To

do this, the requester should specify the valldlty period of the self-signed certsficate in the corresponding field as

defined in ndn certificate. [f‘ {,‘iugtrgu\ Veli f y eI LL L’.&CQVCFQ CA -r[n'(,'./l,-,/
can CA truncete +he velit i7 pered?

NEW Data content field carries following mformataon

e ecdh-pub , bytes value, the issuer's ECC public key used for Elliptic-Curve Diffie-Hellman key agreement. The key
should be encoded as its raw format without compression. Such a ECC public key should be generated with
cryptographically secure pseudo random generator for every NDNCERT session.

e salt, bytes value, 64 bits or longer random number.
e request-id, bytes value, unique ID assignment for this request instance.
e status, int value, the application status code.

o STATUS_BEFORE_CHALLENGE = 0,
o STATUS_CHALLENGE =1,

o STATUS_PENDING = 2,

o STATUS_SUCCESS = 3,

o STATUS_FAILURE = 4,

o STATUS_NOT_STARTED = 5

o challenges , bytes value, a list of TLV format challenges from which the requester can select. The child attribute
name is challenge-id with a string value. E.g., T:challenge-id, L, V:"Email" .

2.3.4 TLV Type Number

Attribute TLV Type Number

ecdh-pub 133
cert-request 134
salt 135
request-id 136
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Attribute TLV Type Number

status 137

challenges 138

challenge-id 139
2.4 RENEW phase

\1‘\;\\7 Separate (’C‘tm“ﬂﬂd?

2.4.1 Introduction / NELU " “th C»IC( k B] :> rénew

RENEW is for a requester to renew its certificate with the CA. Regarding the format, the Interest and Data format in

RENEW are almost identical to NEW, _ = W 1
O = NEW with ol CA~issuned copt
2.4.2 Packet Format Cn ot se !- f —S/ghed ) -"2> renew

Interest format:

Field Description
Name /<CA-prefix>/CA/RENEW/<ApplicationParameters_Digest>
ApplicationParameters TLV format of value as defined in 2.3.3
Can Be Prefix False
Must Be Fresh True
Signature Signed by the private key whose public key is going to be certified by the CA

Data format:

Field Description
Name /<CA-prefix>/CA/RENEW/<ApplicationParameters_Digest>
Content TLV format of value as defined in 2.3.3
Signature Signed by CA's identity key

2.5 CHALLENGE phase

2.5.1 Introduction

CHALLENGE phase is for the requester to prove his/her identity to the CA. Once approved, the CA will issue the
certificate for the requester.

2.5.2 Packet Format

Interest format:

Field Description
Ty

Name /<CA-pre-Fix>/C@ALLENGE/<Request__ID>/<ApplicationParameters_Digest>

ApplicationParameters TLV format of value as defined in 2.5.3

hitps://github.com/named-data/ndncert/wiki/NDNCERT-Protocol-0.3 711
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Field Description
Can Be Prefix False
Must Be Fresh True
Signature Signed by the private key whose public key is going to be certified by the CA

Data format:

Field Description
Name /<Cn-prefix>/C@4ALLENGE/(Request_ID>/<ApplicationParameters_Digest>
Content TLV format of value as defined in 2.5.3
Signature Signed by CA's identity key

2.5.3 Interest ApplicationParameters and Data Content Wheye 's ene Py P1 (v -)

CHALLENGE Interest ApplicationParameters field carries following information.

e selected-challenge, string value, the challenge selected by the requester.
e challenge-parameter , string value in the format of parameter@arameter‘_z: ...:parameter_n , other attributes
specified by the implementation of the selected challenge.

NEW Data content field carries following information.

status : int value, the application status code.

ts o Cert V2 Q_FQ_C
STATUS_BEFORE_CHALLENGE = 0,
o STATUS_CHALLENGE = 1,

o STATUS_PENDING = 2,

o STATUS_SUCCESS = 3,

o STATUS_FAILURE = 4, _,-' do ot \«"er et
STATUS_NOT_STARTED = 5

. by N o
Mevgl W th Sectin 2.5, 5

/4

e challenge-status, string value, the challenge status code, specified by the selected challenge implementation.

e remaining-tries , int value, the remaining times that the requester can send a challenge Interest.
| ~ N Whet unit?
e remaining-time , int value,@e remaining time/for the requester to finish the challenge.

e issued-cert-name , bytes value, full name TLV of the certificate issued by the CA for the requester after the
challenge has been successfully accomplished.

2.5.4 TLV Type Number
Attribute TLV Type Number
selected-challenge 140
challenge-parameter 141
challenge-status 142
remaining-tries 143

https://github.com/named-data/ndncert/wikiNDNCERT-Protocol-0.3
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Attribute TLV Type Number
remaining-time 144
issued-cert-name 145

3. New Certificate Application Protocol

New certificate application contains three steps: PROBE, NEW, and CHALLENGE.

Requester CA
| I
| (Optionally) |
|--=mmmmne PROBE-------- >|
| €mmmmmmm e |
I |
| T RENEW-=-===-- >|
e |
| I
|-===--- CHALLENGE - ----- >|
[€mmmmmmm e I
From a requester's perspective: RSA&éfF%w(CSILVi_g

e Optional PROBE. When CA has a name assignment policy, a requester may need the PROBE phase to know the
expected name that he/she can obtain based on his/her identity jhformation. Without the PROBE phase, a name
request may be rejected by the CA. : = b, SA

e NEW. The requester prepares a pair of asymmetric key (e.g.@ ECC), use the private key to sign the public key
into a self-signed certificate, and start the application by taking NEW phase.

e CHALLENGE. The requester selects one challenge among available challenges offered by the CA and finish the in-
band or out-of-band identity verification. Once the challenge is accomplished, the certificate will be issued.

From a CA's perspective:

e Optional PROBE. When CA has a name assignment policy, the CA needs to explicitly specify the parameters needed

for the PROBE in its profile, which can be downloaded through INFO. In the PROBE step, the CA takes the
parameters from the requester as input and generate an available name for the requester.

e NEW. The CA verifies the self-signed certificate from the requester and collects all the available challenges back to
the requester.

e CHALLENGE. According to the challenge selected by the requester, the CA sets up the challenge and verifies the
requester's ownership of the identity.

3.1 Sub CA Redirection

Utilizing PROBE redirection extension, a CA can redirect its requesters to a sub CA.

Requester CA_1

https://github.com/named-data/ndncert/wiki/NDNCERT-Protocol-0.3
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| |
| WNew Certificate Application |
After retrieving ca_2 's profile, the requester should

e use the certificate digest obtained from the PROBE Data packet replied by ca_1 to verify the certificate field in the
INFO profile of ca_z.

e use the public key in the ca_2 profile's certificate field to verify the signature of the INFO Data packet replied
by ca_2.

cA_1 should be aware of the certificate update on ca_2 so that the digest of cA 2 's certificate is always updated.

4. Renewal Protocol

Certificate renewal contains two steps: RENEW and CHALLENGE.

Requester CA
| |
[-=enmenn- RENEW- -~ ==~ -~ >|
| €mmmmem oo !
I i
|======- CHALLENGE=------ |
[ ¢mmmnm e |
1 ! i w | . F A ¢
From a requester's perspective: HC,\,\J- f,l 0es + [.1 IS d | H eV T rom /.. £LU D

e RENEW. The requester prepares a (new) pair of asymmetric key (e.g., RSA, ECC), use the private key to sign the
public key into a self-signed certificate, and start the application by taking NEW phase.

e CHALLENGE. The requester selects one challenge among available challenges offered by the CA and finish the in-
band or out-of-band identity verification. Once the challenge is accomplished, the certificate will be issued.

From a CA's perspective:

o RENEW. The CA verifies the self-signed certificate from the requester and collects all the available challenges back
to the requester.
e CHALLENGE. According to the challenge selected by the requester, the CA sets up the challenge and verifies
o the requester already owns a certificate issued by the CA or

o the requester's ownership of the identity.

5. Revocation Protocol

Certificate revocation can be triggered by

e The CA who has issued the certificate
e The owner of the certificate
e Any one who can prove the ownership of the private key that is corresponding to the public key in the certificate.
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